
This	 technical	paper	describes	 the	 fundamental	 con-
cepts	and	processes	related	with	assessing	information	
security	risk	management	within	organizations/institu-
tions	 including:	 (1)	 a	 high	 level	 overview	of	 the	 risk	
management	process	and	risk	assessment,	(2)	the	basic	
concepts	used	in	conducting	risk	assessments,	and	(3)	
how	 risk	assessments	 can	be	applied	across	 the	orga-
nization’s	risk	management	three	hierarchical	Tiers	in-
cluding	Tier	 1	 and	Tier	 3	 of	 the	 information	 systems	
within	any	organization.	Therefore,	this	work	identifies	
and	 explains	 the	 main	 themes	 regarding	 risk	 assess-
ments	in	organizations:	Risk	management	process	and	

ABSTRACT

Information security risks are those 
risks that arise from the loss of confi-
dentiality, integrity or availability of in-
formation or information systems and 
reflect the potential adverse impacts 
to organizational operations (i.e., goal, 
mission, functions, image and reputa-
tion), organizational assets, personnel, 
other organizations, and the country 
as a whole. Risk assessment is the 
process of identifying, estimating, and 
prioritizing information security risks. 
Assessing risk requires the useful 
analysis of threat and vulnerabilities 
information to determine the extent to 
which events or circumstances could 
adversely impact on organization/in-
stitution and the likelihood that such 
events or circumstances will occur.  

its	 main	 four	 components	 regarding	 assessing,	 fram-
ing, monitoring and responding; Risk assessment as 
the	 main	 component	 that	 addresses	 the	 potential	 ad-
verse	impacts	on	organizational	operations,	assets,	etc.;	
Key	risk	assessment	concepts	that	indicate	risk	models	
(threats,	 vulnerabilities	 and	 predisposing	 conditions,	
etc.),	assessment	approaches	concerned	with	quantita-
tive	and	semi-quantitative	assessments	as	well	as	quali-
tative	 assessment,	 and	 analysis	 approaches	 andeffects	
of	organizational	culture	on	risk	assessment;	Applica-
tions	 of	 risk	 assessments	 through	 the	main	 three	 risk	
assessments	 hierarchy’s	Tiers;	Risk	management	 pro-
cess	with	 its	main	 four	 steps	or	operations	as	well	 as	
the risk management framework; Finally the adminis-
trative,	proce4dural	and	technical	controls	conforming	
the	policy	and	controlling	the	risks.
Keywords:	 Information	 Security,	 Risk	 Assessment,	

Risk	Analysis,	Risk	Management	Process,	Risk	Man-
agement	 Framework,	 Risk	 Models,	 Threats,	 Vulner-
abilities,	Predisposing	Conditions.

1. Introduction:
Organizations/	 institutions	 (that	 describes	 an	 entity	

of	any	size,	complexity	or	positioning	within	an	orga-
nizational	 structure	 that	 is	 charged	 with	 carrying	 out	
assigned	mission/business	processes	and	uses	informa-
tion	systems	in	support	of	those	processes)whether	they	
are	 in	public,	private	or	governmental	 sectors	depend	
on	information	technology	in	the	form	of	common	in-
frastructure	sets	of	shared	services	and	sets	of	common	
controls,	as	well	asinformation	systems	or	discrete	in-
formation	resources	organized	for	collecting,	process-
ing,	storing,	maintaining,	using,	sharing,	disseminating,	
and/or	 disposing	 of	 information	 to	 successfully	 carry	
out	the	organizations/institutions’	missions	an	business	
functions.
Information	systems	can	include	very	diverse	entries	

ranging	from	office	networks,	financial	and	personnel	
systems	 to	 very	 specialized	 systems	 (e.g.	 industrial	
process	control	systems,	 telecommunications	systems,	
environmental	control	systems,	etc.).	Information	sys-
tems	are	subject	to	serious	threats	that	can	have	adverse	
effects	on	organizational	operations	and	assets,	human	
resources,	other	organizations/institutions,	as	well	as	on	
the	country	 itself	by	exploiting	known	and	un-known	
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vulnerabilities	to	compromise	the	confidentiality,	integ-
rity	or	availability	of	the	information	being	processed,	
stored,	or	transmitted	by	these	systems.
Threats	to	information	systems	can	include	purpose-

ful	attacks,	environmental	disruptions,	human/machine	
errors,	and	structural	failures,	and	can	result	in	harm	to	
national	and	economic	security	interests	of	the	country.	
Thereafter,	 it	 is	 imperative	 that	 the	 organizations’	

managers	at	all	levels	understand	their	responsibilities	
and	 are	 being	 accountable	 for	 managing	 information	
security	risk,	i.e.	the	risk	related	with	the	operation	and	
use	of	information	systems	that	support	the	goals,	mis-
sions,	and	business	functions	of	their	organizations.
Risk	assessment	 is	considered	one	of	 the	fundamen-

tal	 components	 of	 an	 institutional	 or	 organizational	
risk	management	 process.	 Risk	 assessments	 are	 used	
to	identify,	estimate	and	prioritize	risk	to	organization	
operations	 (i.e.	 goals,	missions,	 functions,	 image	 and	
reputation),	organizational	assets,	personnel	and	other	
organizations	as	well	as	the	country	itself	resulting	from	
the	operation	and	use	of	information	system.	The	pur-
pose	of	risk	assessments	is	to	inform	organization’s	de-
cision	makers	and	support	risk	responses	by	identifying	
the	followings:
1.	Related	threats	to	organizations	or	threats	directed	

through	organizations	against	other	organizations.
2.	Vulnerabilities	both	internal	and	external	for	orga-

nizations.
3.	 Harmful	 impact	 to	 organizations	 that	 may	 occur	

given	the	potential	for	threats	exploiting	vulnerabilities.
4.	Likelihood	that	harmful	impact	will	occur.
The	end	result	is	a	determination	of	risk,	i.e.	typically	

a	function	of	the	degree	of	harm	and	likelihood	of	hi-
erarchy	 including	Tier	1	 (organizational	 level),	Tier	2	
(goal,	mission/business	process	 level),	and	Tier	3	 (in-
formation	system	level).	At	Tiers	1	and	2,	organizations	
use	risk	assessments	to	evaluate,	for	example,	system-
atic	 information	 security-related	 risks	 associated	with	
organizational	governance	and	management	activities,	
mission/business	 processes,	 organization	 architecture,	
or	the	funding	of	information	security	program.	At	Tier	
3,	 organizations	 use	 risk	 assessments	 to	 more	 effec-
tively	support	the	implementation	of	Risk	Management	
Framework	(i.e.	security	organizations,	security	control	
selection,	implementation	and	assessment,	information	
system	and	common	control	authorization,	and	security	
control	monitoring.

2. Risk Management Process:
To	identify	and	make	good	business	decisions	about	

privacy	 and	 security	 requirements,	 any	 individual	 or	
organization	 must	 perform	 security	 risk	 assessments,	
privacy	risk	assessments	and	business	risk	assessments.	
This	must	be	done	on	an	ongoing	basis,	as	the	individual	
or	organization	that	IT	exists	in	an	environment	which	
is	constantly	identifying	new	issues	and	risks,	but	not	
limited	 to	 security	 domain.	 In	 particular	 security	 risk	
requirements	are	required.
It	 is	 important	 to	 understand	 the	 business	 relevance	

to	 risks	 identified,	how	much	 risk	 is	acceptable,	what	
types	of	risk	may	arise	from	new	technologies,	and	how	
much	to	spend	on	mitigating	risk.	
A	through	risk	assessment	includes	different	types	of	

risks,	including	IT	security,	privacy,	safety,	loss	of	ac-
cess	to	IT-based	services	and	data	resources,	corporate	
risks,	and	human	error	factors.	This	enables	risks	to	be	
considered	when	determining	technology	strategies	and	
tactics.
Therefore,	 risk	management	provides	 a	 cohesive	vi-

sion	to	prevent	unwise	investment	in	security,	privacy	
or	other	 technologies	based	on	popular	demand,	sales	
presentations,	and	sensationalist	press	report.	It	is	about	
much	more	than	keeping	hackers	from	stealing	personal	
individual	 or	 organizational	 information.	 Rather,	 it	 is	
critical	to	address	such	issues	as:
•	Protecting	confidentiality	of	personal,	organizational	

or	the	country	information	resources,
•	Legal	compliance,
•	 Safe	 provision	 of	 information	 required,	 Avoiding	

any	functional	error,	and
•	The	cost	and	benefit	of	protecting	measures.
While	the	majority	of	risks	can	have	negative	impacts,	

risk	 analysis	 can	 expose	 opportunities	 to	 enhance	 the	
quality	 of	 the	 offered	 service,	 and	 reducing	 conflicts	
through	automated	checks	against	a	database.	Efficient	
risk management enables top and middle managers, as 
well	as	technical	and	operational	staff	to:
•	 Improve	business	performance	by	 information	and	

improving	decision	making	and	planning,
•	Promote	a	more	innovative,	less	risk	reverse	culture	

in	which	the	taking	of	calculated	risk	is	pursuit	of	op-
portunities	is	encouraged,
•	 Provide	 a	 sound	 basis	 for	 integrated	 risk	manage-

ment	and	internal	control	as	components	of	good	cor-
porate	or	national	governance,
•	Assist	 in	meeting	 the	 needed	 service	 requirements	

and	objectives,
•	Facilitate	partnerships	with	other	individuals,	orga-

nizations	or	the	Nation	as	a	whole	to	address	the	issues	
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inherent in interoperable systems and data sharing,
•	 Benefit	individuals,	organizations	or	countries	

who	 often	 receive	 needed	 information	 from	 multiple	
providers	by	effective	information	sharing	to	improve	
the	safety	and	quality	of	information	and	services.
Risk	management	is	a	fundamental	process,	which	in-

clude:	framing	risk,	assessing	risk,	responding	to	risk,	
and	monitoring	risk.
The	following	Figure	illustrates	the	above	stated	four	

steps	in	risk	management	process,	including	the	risk	as-
sessment	step	and	the	information	and	communications	
flows	necessary	to	make	the	process	work	effectively:

Fig.	1	Risk	Assessment	within	Risk	Management	
Process

As shown in the above figure, the first component of the risk 
management addresses how 

Organizations or institutions frame or establish a risk context 
that is describing the environment in which risk-based descrip-
tions are made. The purpose of the risk framing component is to 
produce risk management strategy that addresses how organi-
zations intend to assess risk, respond to risk and monitor risk, 
making explicit and transparent the risk perceptions that organi-
zations routinely use in making both investment and operational 
decisions. The risk management strategy establishes a founda-
tion for managing risk and delineates the boundaries risk-based 
decisions within organizations. In the absence of an explicit or 
formal organizational risk management strategy, organizational 
resources (e.g., tools, data repositories) and references (e.g., ex-
emplary risk assessment reports) can be used to discern those 
aspects of the organization›s approach to risk management that 
affect risk assessment.

The 2nd component of risk management addresses how orga-
nizations assess risk within the context of the organizational risk 
frame. The purpose of risk assessment component is to identify 
the followings:

1. Threats to organizations/institutions,

2. Vulnerabilities internal and external to organizations/institu-
tions,

3. The harm (i.e., adverse impact) that may occur given the po-
tential for threats exploring vulnerabilities,

4. The likelihood that harm will occur.

The end result is a determination of risk.

The 3rd component of risk management addresses how organi-
zations/institutions, respond to risk once that risk is determined-
based on the result of a risk assessment. The purpose of risk re-
sponse component is to provide a consistent organizational-wide 
response to risk in accordance with the organizational risk frame 
by the followings:

1. Developing alternative courses of action for responding risk,

2. Evaluating the alternative course of action,

3. Organizations/institutions, Determining appropriate courses 
of action consistent with organizational risk tolerance, and

4. Implementing risk responses based on selected courses of 
action.

The 4th component of risk management addresses how orga-
nizations/institutions monitor risk over time. The purpose of risk 
monitoring component is to:

1. Determine the ongoing effectiveness of risk responses (con-
sisted with the organizational risk frame),

2. Identify risk-impacting changes to organizational information 
systems and environments in which the system operates), and\

3. Verify that planned risk responses are in implemented and 
information security requirements derive from the traceable to 
organizational goal, missions/ business functions, legislations, 
directives, regulations, policies, standards and guidelines are be-
ing satisfied.

1. Risk Assessment: 
The risk assessment as a main component of risk management 

provides a step-by-step process for organizations/institutions on 
the followings:

1. How to prepare for risk assessments?

2. How to conduct risk assessments?

3. How to communicate risk assessment results to key organi-
zational personnel?

4. How to maintain the risk assessments over time?

Risk assessments are not simply one-time activities that provide 
permanent and definitive information for decision makers to guide 
and inform responses to information security risks.

Risk assessments address the potential adverse impacts to or-
ganizational operations and assets, personnel, other organiza-
tions/institutions, and economic and national security that is of 
interests to many countries in the world, arising from the operation 
and use of information systems and information processed, stored 
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and transmitted by those systems. Organizations/institutions con-
duct risk assessment to determine risks that are common to the 
organization›s core goals, mission, business functions, process-
es, business segments, common infrastructure support service, 
or information systems. Risk assessments can support a wide-
variety of risk-based decisions and activities by organizational 
officials across all the three Tiers in risk management hierarchy 
including, but not limited to the followings:

• Development of an information security architecture,

• Definition of interconnection requirements for information sys-
tems (including systems supporting, goals, mission/business pro-
cesses and common infrastructure/support services),

• Design for security solutions for information systems and en-
vironments of operation including selection of security controls, 
information technology products, suppliers/supply chain) and con-
tractors,

• Authorization (or denial of authorization) to operate information 
systems or to use security controls inherited by those systems 
(i.e., common controls),

• Modification of goals, missions/business functions and/or goal, 
mission/business processes permanently, or for a specific time 
frame (e.g., until a newly discovered threat or vulnerability is ad-
dressed,

• Implementation of security solutions (e.g., whether informa-
tion technology products or configurations for those products that 
meet established requirements), and

• Operation and maintenance of security solutions (e.g., continu-
ous monitoring, strategies and programs ongoing authorizations).

Because organizational goals, missions and business func-
tions, supporting mission/business processes, information sys-
tems, threats, vulnerabilities and environments of operation that 
tend to change over time, the validity, and usefulness of any risk 
assessment that is bounded.

4. KeyRisk Concepts:
Risk is a measure of extent to which an entity is threatened by 

a practical circumstance or event, and is typically a function of:

• The adverse impacts that would arise if the circumstance or 
event occurs, and

• The likelihood of occurrence.

Information security risks are those risks that arise from the loss 
of confidentiality, integrity or availability of information or informa-
tion systems and reflect the potential adverse impacts to organi-
zational operations (i.e., goal, mission, functions, image and repu-
tation), organizational assets, personnel, other organizations, 
and the country as a whole. Risk assessment is the process of 
identifying, estimating, and prioritizing information security risks. 
Assessing risk requires the useful analysis of threat and vulner-
abilities information to determine the extent to which events or 

circumstances could adversely impact on organization/institution 
and the likelihood that such events or circumstances will occur.

A typically risk assessment methodology includes the follow-
ings:

• A risk assessment process,

• An explicit risk model, defining key terms and assessable risk 
factors and thread relationships among factors,

• An assessment approach (e.g., quantitative, qualitative, or 
semi-qualitative), specifying the range of values those risk factors 
can assume during the risk assessment and how combinations of 
risk factors are identified, analyzed so that values of those factors 
can be fundamentally combined to evaluate risk, and 

• An analysis approach (e.g., threat-oriented, asset/impact-ori-
ented, or vulnerabilities-oriented).

Assessing how combinations of risk factors are identified, ana-
lyzed to ensure adequate coverage of the problem space at a con-
sistent level of detail. Risk assessment methodologies are defined 
by the organizations and are a component of risk management 
strategy developed during the risk framing step of risk manage-
ment process. The risk assessment methodologies are influenced 
in large measure by organizational risk management strategy. 
However, risk assessment methodologies can be customized for 
each risk assessment based on the purpose and scope of the as-
sessment and the specific inputs organizations choose to make 
regarding the risk assessment process, risk model, assessment 
approach, and analysis approach.

The following figure indicates the fundamental components in 
the organizational risk frames and relationships among those 
components.

Fig. 2: Relationships among Risk Framing Components

Organizations/institutions can use a single risk assessment 
methodology or can employ multiple assessment methodologies, 
with the selection of a specific methodology depending on, for ex-
ample:

1. The time frame for investment planning or for planning policy 
change,

2. The complexity/maturity of organizational mission/business 
processes (by organization architecture segment),
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3. The phase of information systems in system development life 
cycle, or

4. The sensitivity of the information and information systems 
supporting the core of organizational mission/business functions.

By making explicit the risk model, the assessment approach, 
and analysis approach employed, and requiring a part of the as-
sessment process, a rationale for the assessed values of risk fac-
tors, organizations can increase the reproducibility and repeat-
ability of risk assessments. Reproducibility refer to the ability of 
different specialists/experts to produce the same results from the 
same data. Repeatabilityrefers to the ability to repeat the assess-
ment in the future, in a manner that is consistent with and hence 
comparable to prior assessments, enabling the organization to 
identify trends.

4.1 Risk Models:

Risk models define the risk factors to be assessed and the re-
lationships among those factors. The documentation of the model 
includes:

• Identification of risk factors (definitions, descriptions, value 
scale), and

• Identification of relationships among those factors (both con-
ceptual relationships, presented descriptively, and algorithms for 
combining values).

Risk factors are the characteristics used in the risk model as 
inputs to determining levels in risk assessments. Risk factors 
are also used extensively in the risk communications to highlight 
what strongly affects the levels of risk in particular situations, cir-
cumstances or contexts. Typical risk factors include threat, vul-
nerabilities, impact, likelihood, and predisposing condition. Risk 
factors can be decomposed into more detailed characteristics 
(e.g., threats decomposed into threat sources and threat events). 
A risk factor can have a single assessable characteristics (e.g., 
impact severity) or multiple characteristics, some of which not be 
assessable. Characteristics which are not assessable typically 
help determine what lower-level characteristics are relevant. For 
example, a threat source has a characteristic threat type (using a 
taxonomy of threat types, which are nominal rather than assess-
able). The threat type determines which of the more detailed char-
acteristics are relevant(e.g., a threat source of type adversary has 
associated characteristic, of capabilities, intent, and targeting, 
which are directly assessable characteristics).

4.1.1Threats: A threat is any event or circumstance with the po-
tential to adversary impact organizational operations and assets, 
personnel. Other organizations, or the country through an informa-
tion system via unauthorized access, destruction, disclosure, or 
modification of information and/or denial of service. Organization 
can choose to specify threat events as:

-Single events, actions, or circumstances, or 

-Sets and/or sequences of related actions, activities, and/or cir-

cumstances.

Threat events are caused by threat sources. A threat source is 
characterized as:

-The intent and method targeted at the exploitation of a vulner-
ability, and

-A situation and method that may accidently exploit a vulner-
ability.

In general, types of threat sources include the followings:

1. Hostile cyber or physical attacks,

2. Human errors of omission or commission,

3. Structural failures of organization-controlled resource (hard-
ware, software, environmental controls), and

4. Natural and man-made disasters, accidents, and failure be-
yond, control of the organization.

Various taxonomies of threat sources have been developed. 
Some taxonomies of threat sources use the type of adverse im-
pacts as an organizing principle. Multiple threat sources can initi-
ate or cause the same threat event, for example, a provisioning 
server can be taken off-line by a denial-of-service attack, a de-
liberate act by malicious system administrator, an administrative 
error, a hardware fault, or a power failure.

Risk models differ in the degree of detail and complexity with 
which threat events are identified. When threat events are identi-
fied with great specificity, threat scenarios can be modeled, devel-
oped and analyzed. A threat scenarios is a set of discrete threat 
events, attributed to a specific source or multiple threat sources, 
ordered in time, that result in adverse effects. Threat events for 
cyber or physical attacks are characterized by the tactics, tech-
niques, and procedures employed by adversaries.

Threat shifting is the response of adversaries to perceive safe-
guards and/or counter measures (i.e., security controls), in which 
adversaries change some characteristics of their intent/targeting 
in order to avoid and/or overcome those safeguards counter mea-
sures. Threat shifting can occur in one or more domains including:

1. The time domain (e.g., a delay in an attack or illegal entry to 
conduct additional surveillance),

2. The target domain (e.g., selecting a different target that is not 
well protected).

3. The resource domain (e.g., adding resources to the attack in 
order to reduce uncertainty or overcome safeguards and/or coun-
ter measures), or

4. The attack planning/attack method domain(e.g., changing the 
attack harm or attack path).

Threat shifting is a mutual consequence of a dynamic set of or-
ganizations between threat sources and types of organizational 
assets targeted.

 Therefore, there are common threats for all Information Technol-
ogy Systems:
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• Information and data which is based on claims,

• Personnel identify threat is the misuse of another individual’s 
identification, such as name, date of birth, ID No., insurance policy 
No., or bank account No. 

• Failure of an IT system to receive the right data for any user/
customer, etc.

• Presenting data for the wrong individual, 

• Allowing un-detected changes to data, or

• Not being able to retrieve data due to outages can result in 
serious function errors that harm individuals. In particular, wire-
less devices, and networks - both WIFI and cellar – are vulnerable 
to outages and low signal strength as well as deliberate denial of 
service attacks,

• Consumers’ privacy-protective behaviors are a significant 
threats to individuals and organizations, as they may withhold rel-
evant data if they believe their privacy is not respected. However, 
establishing stringent privacy controls ahead of offering a service 
especially in emergent situations, may produce similarly harmful 
results.

4.1.2Vulnerabilities and Predisposing Conditions: A vulnerability 
is a weakness in an information system, system security proce-
dures, internal controls, or implementation that could be exploited 
a threat source.

The security of a vulnerability is an assessment of the relative 
importance of mitigating/remediating the vulnerability. The sever-
ity can be determined by the extent of the potential adverse im-
pact if such a vulnerability is exploited by a threat source. Thus, 
the severity of vulnerabilities, in general, is context dependent. 
Most information systems vulnerabilities can be associated with 
security controls that either have not been applied (either inten-
tionally or unintentionally), or have been applied, but retain some 
weaknesses.

Vulnerabilities are not identified only within information sys-
tems. Viewing information systems in a broader context, vulnera-
bilities can be found in organizational governance structure (e.g., 
the lack of effective risk management strategies and adequate 
risk framing for intra-organization communications), organization 
decisions about relative priorities of missions/business functions, 
or misalignment of organization architecture to support mission/
business activities. Vulnerabilities can also be found in external 
relationships (e.g., dependencies on particular energy sources, 
supply chains, information technologies, and telecommunications 
providers), mission/business processes (e.g., poorly defined pro-
cesses or processes that are not risk aware), and organization 
information security architecture (e.g., poor architectural deci-
sions resulting in lack of diversity or residency in organizational 
information systems).

 A predisposing condition is a condition that exists within an 
organization, a mission or business process, organization archi-

tecture. Information system, or environment of operation, which 
affects (i.e., increase or decrease) the likelihood that threat events, 
once initiated, result in adverse impacts to organizational opera-
tions and assets, personnel, other organizations, or the country as 
a whole. The concept of predisposing condition is also related to 
terms susceptibility or exposure. Organizations are not suscep-
tible to risk (or exposed to risk) if a threat cannot exploit a vulner-
abilities to cause adverse impact).

4.1.3Likelihood: The likelihood of occurrence is a weighted risk 
factor based on an analysis of the probability that a given threat is 
capable of exploiting a given vulnerability (or set of vulnerabilities). 
The likelihood risk factor can combines an estimate of the likeli-
hood that the threat event will be initiated with an estimate likeli-
hood of impact.  For adversarial threats, an assessment of likeli-
hood of occurrence is typically based on:

• Adversary intent,

• Adversary capability, and

• Adversary targeting.

For other than adversarial threat events, the likelihood of occur-
rence is estimated using historical evidence, empirical data, or 
other factors. The likelihood of impact addresses the probability 
(or possibility) that the threat event will result in an adverse im-
pact, regardless of the magnitude of harm that can be expected.

4.1.4Impact: The level of impact from a threat event is the magni-
tude of harm that can be expected to result from the consequenc-
es of unauthorized disclosure of information, unauthorized modi-
fication of information, unauthorized destruction of information, or 
loss of information or information system availability. Such harm 
can be experienced by a variety of organizational and non-orga-
nizational stakeholders, including for example heads of organiza-
tions, mission and business owners, or individuals or groups in 
the public, private or government sectors relying on the organiza-
tion, in essence, anyone with a vested interest in organization’s 
operations, assets, or personnel including other organizations in 
partnership with the organization, or the country. The term organi-
zational assets can have a very wide scope of applicability to in-
clude for example, high-impact programs, physical plant, mission-
critical information systems, personnel, equipment, or a logically 
related group of systems, more broadly, organizational assets 
represent any resource or set of resources which the organization 
values, including intangible assets such as image or reputation.

Therefore, organizations make explicit the followings:

1. The process used to conduct impact determinations,

2. Assumptions related to impact determinations,

3. Sources and methods for obtaining impact information, and

4. The rationale for conclusions reached with regard to impact 
determinations.

4.1.5Risk: The following figure shows an example of a risk model 
including the key risk factors discussed above and the relation-
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ship among the factors. Each of the risk factors is used in the risk 

assessment process:

Fig. 3: Generic Risk Model with Key Risk Factors

Therefore, as noted above, risk is a function of the likelihood of 
threat event’s occurrence and potential adverse impact should the 
event occur. This definition accommodates many types of adverse 
impacts  at all tiers in the risk management hierarchy (e.g., dam-
age to image or reputation of the organization or financial loss at 
Tier 1: inability to successfully execute a specific mission, busi-
ness process at Tier 2; or the resources expanded in responding 
to an information system incident at Tier 3). It also accommodates 
relationships among impacts (e.g., loss of current or future mis-
sion, business effectiveness due to the loss of data confidential-
ity; loss of confidence in critical information due to loss of data or 
system integrity; or unavailability or degradation of information 
or information systems). This broad definition also allows risk to 
be represented as a single value or as a vector (i.e., multiple val-
ues), in which different types of impacts are assessed separately. 
For the purpose of risk communication, risk is generally grouped 
according to the types of adverse impacts (and possibly the time 
frames in which those impacts are likely to be experienced).

4.1.6Aggregation: Organizations may use risk aggregation to 
roll up several discrete or lower level risks into a more general 
or higher level risk. Therefore, organizations may also use risk 
aggregation to efficiently manage the scope and scale of risk as-
sessments involving multiple information systems and multiple 
missions, business processes with specified relationships and 
dependencies among those systems and processes. Risk aggre-
gation, conducted primarily at Tier 1 and Tier 2 and occasionally 
at Tier 3, assesses the overall risk to organizational operations, 
assets, and individuals given the set of discrete risks. The discrete 
risks (e.g., the risk associated with a single information system 
supporting a well-defined mission/business process), the worst-
case impact establishes an upper bound for the overall risk to or-
ganizational operations, assets, and individuals. 

When aggregation risk, organizations consider the relationship 
among various discrete risks. For example, there may be a cause 
and effect relationship in that if one risk materials, another risk is 
more or less likely to materialize.

4.1.7Uncertainty: Uncertainty is inherent in the evaluation of risk, 
due to each considerations as:

1. Limitations on the extent to which the future will resemble the 
past,

2. Imperfect or incomplete knowledge of the threat (e.g., charac-
teristics of adversaries

Including tactics, technique, and procedure), 

3. Undiscovered vulnerabilities in technologies or products, and 

4. Unrecognized dependencies, which can lead to unforeseen 
impacts.

Uncertainty about the value of specific risk factors can also be 
due to the step in risk management framework or phrase in the 
system development life cycle at which a risk assessment is per-
formed. For example, at early phases in the system development 
life cycle, the presence and effectiveness of security controls 
may be unknown, while at later phases in the life cycle, the cost 
of evaluating control effectiveness may outweigh the benefits in 
terms of more fully informed decision making. Finally, uncertainty 
can be due to incomplete knowledge of risks associated with oth-
er information systems, missions, business processes, services, 
common infrastructures, and/or organizations. The reasons, can 
be communicated in the form of the results (e.g., by expressing 
results qualitatively, by providing ranges of values rather than 
single value for identified risks, or by using a visual representa-
tions of fuzzy regions rather than points).

4.2Assessment Approaches:
Risk, and its contributing factors, can be assessed in a variety of 

ways, including quantitatively, qualitatively, or semi-quantitative-
ly of each risk assessment approach that is considered by organi-
zations of having advantages and/or disadvantages. A preferred 
approach (or situation specific set of approaches) can be selected 
based on organizational culture and, in particular, attitudes to-
ward the concepts of uncertainty and risk communication.

Quantitative assessments typically employ a set of methods, 
principles, or rules for assessing risk based on the use of num-
bers of risks, where the meaning and proportionally of values are 
maintained inside and outside the context of the assessment. This 
type of assessment most effectively supports cost-benefit analy-
sis of alternative risk responses or causes of action. However, the 
meaning of qualitative results may not always be clear and may 
require interpretation and explanation, particularly to explain the 
assumptions and constraints on using the results. For example, 
organizations may typically ask if the numbers or results obtained 
in the risk assessments are reliable or if the differences in the ob-
tained values are meaningful or insignificant.

In contrast of quantitative assessments,qualitative assess-
ments typically employ a set of methods, principles, or rules 
for assessing risk based on non-numerical categories or levels 
(e.g., very low, low, moderate, high, very high). This type of as-
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sessment supports communicating risk results to decision mak-
ers. However, the range of values in qualitative assessments 
is comparatively small in most cases, making the relative pri-
oritization or comparison within the set of supported risks dif-
ficulties. Additionally, unless each value is very clearly defined 
or is characterized by meaningful examples, different experts 
relying on their individual experiences could produce significant 
different assessment results. The repeatability and reproducibil-
ity of qualitative assessments are increased by annotation of 
assessed values (e.g., this value is high because of the following 
reasons) and by the use of tables or other well-defined functions 
to combine qualitative values.

The semi-quantitative assessments typically employ a set of 
methods, principles, or rules for assessing risk that uses bins, 
scales, or representative numbers whose values and meanings 
are not maintained in other contexts. This type of assessment can 
provide the benefits of quantitative and qualitative assessments. 
The bins (e.g., 0-15, 16-35, 36-70, 71-85, 86-100), or scale (e.g., 
1-10) translate easily into qualitative terms that support risk com-
munications for decision makers (e.g., a score of 95 can be in-
terpreted as very high), while also allowing relative comparisons 
between values 

In different bins or even within the same bin (e.g., the difference 
between risks scored 36 and 70 is relatively significant). The role 
of expert judgment in assessing values is more evident than in a 
purely qualitative approach.

4.3Analysis Approaches:

Analysis approaches differ with respect to the orientation or 
starting point of the risk assessment, level of detail in the assess-
ment, and how risks due to similar threat scenarios are treated. An 
analysis approach can be: thereat-oriented, asses/impact-orient-
ed, or vulnerability-oriented.

A threat-oriented approach starts with the identification of threat 
sources and threat events, and focuses on the development of 
threat scenarios; vulnerabilities are identified in context of threats, 
and for adversarial threats, impacts are identified on adversary 
intent. And asset/impact-oriented approach starts with the iden-
tification of impacts or consequences of concern and critical as-
sets, possibly using the results of a mission or business impact 
analyses and identifying threat events that could lead to and/or 
threat sources that could seek those impacts or consequences. 
A vulnerability-oriented approach starts with a set of predispos-
ing conditions or exploitable weaknesses, deficiencies in orga-
nizational information systems or the environments in which the 
systems operate, and identifies threat events that could exercise 
those vulnerabilities together with possible consequences of vul-
nerabilities being exercised.

Each analysis approach takes into consideration the same risk 
factors, and thus entail the same set of risk assessment activities, 
albeit in different order. Differences in the starting point of risk 

assessment6 can potentially bias the results, causing some risks 
not to be identified. Therefore, identification of risks from the sec-
ond orientation (e.g., complementing a threat-oriented analysis 
approach with an asset/impact-oriented analysis approach) can 
improve the rigor and effectiveness of the analysis.

In addition to the orientation of the analysis approach, organiza-
tions can apply more rigorous analysis techniques (e.g., graph-
based analyses) to provide an effective way to account for the 
many-to-many relationships between the followings:

• Threat sources and threat events (e.g., single threat event can 
be caused by multiple threat events),

• Threat events and vulnerabilities (i.e.,  a single threat event 
can exploit multiple vulnerabilities on a single vulnerability can 
be exploited by multiple threat events), and

• Threat events and impacts/assets (i.e., a single threat event 
can affect multi assets or have multiple impacts, and a single as-
set can be affected by threat events).

Rigorous analysis approaches also provide a way to account for 
whether, in the time frame for which risks are assessed, a specific 
adverse impact could occur (or a specific asset could be harmed) 
at most once, or perhaps repeatedly, depending on the nature of 
the impacts.

The objective of risk analysis is to identify and assess the risks 
to which the information system and its assets are exposed in or-
der to select appropriate and justified security safeguards. There 
are five stages in risk analysis, which are:

1. Assess identification and valuation,

2. Threats assessment,

3. Vulnerabilities assessment, 

4. Existed planned safeguards assessments, and

5. Risk assessment.

4.5 Effects of Organizational Culture on Risk Assessment:

Organizations can differ in the risk models, assessment approaches, 
and analysis approaches that they prefer for a variety of reasons. For 
example, culture issues can predisposing organizations to employ 
risk models that assume a constant value for one or most possible 
risk factors, so that some factors that are present in other organi-
zation’s models are not represented. Culture can also predispose 
organizations to employ risk models that require detailed analyses 
using quantitative approaches. Alternately, organizations may prefer 
qualitative or semi-quantitative assessment approaches. In addition 
to differences among organizations, differences can also exist within 
organizations. Organizational risk frame, determine which risk mod-
els, assessment approaches, and analysis approaches to use under 
varying circumstances.

5. Application of Risk Assessments:

As stated previously, risk assessment can be conducted at all 
three tiers in the risk management hierarchy, organizational level, 
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mission/business process level, and information system level.

The following figure illustrates the risk management hierarchy 
which provides multiple risk perspective from the strategic level 
to the tactical level. Traditional risk assessments generally faces 
at Tier 3 level (i.e., information system level)and as a result, tend 
to overlook other  significant risk factors that may be more ap-
propriately assessed at Tier 1 or Tier 2 levels (e.g., exposure of a 
core mission/business function to an adversarial threat based on 
information system interconnections).

Fig. 4: Risk Management Hierarchy

Risk assessment support risk response decisions at different 
tiers of the risk management hierarchy. At the Tier 1, risk assess-
ments can affect, for example:

1. Organization-wide-information security programs, proce-
dures, and guidance,

2. The types of appropriate risk responses (i.e., risk acceptance, 
risk avoidance, mitigation, sharing transfer),

3. Investment decisions for information technologies/systems,

4. Procurement of information, software, communications, etc.,

5. Minimum organization-wide security controls,

6. Conformance to organization/security architectures, and

7. Monitoring strategies and ongoing authorizations of informa-
tion systems and common controls.

At Tier 2, risk assessments can affect, for example:

1. Organization architecture/security  architecture design deci-
sions,

2. The selection of common controls,

3. The selection of suppliers, services, and contractors to sup-
port organizational missions/business functions,

4. The development of risk aware mission/business processes, 
and

5. The implementation of information security policies with re-
spect to organizational information systems and environments in 
which those systems operate.

Finally, at Tier 3, risk assessments can affect, for example:

1. Design decisions (including the selection, tailoring and sup-
plementation of security controls and the selection of information 
technology products for organizational information systems),

2. Implementation decisions (including whether specific informa-
tion technology products or product configurations meet security 
control requirements), and

3. Operational decisions (including the requisite level of moni-
toring activity, the frequency of ongoing information system au-
thorizations, and system maintenance decisions).

Risk assessments can also inform other risk management ac-
tivities across the three tiers that are not-security-related. For 
example, Tier 1, risk assessment6s can provide useful inputs to: 

1. Operational risk determinations (including business continuity 
for organizational missions and business functions),

2. Organizational risk determinations ( including financial risk, 
compliance risk, regulatory risk, reputations risk, and cumulative 
acquisition risk across large-scale projects), and

3. Multiple-impact risks (including supply chain risk and risk in-
volving partnerships).

At Tier 2, risk assessment can provide the same useful inputs 
to operational, organizational and multi-impact risks, specific to 
mission/business processes.

At Tier 3, risk assessments can inform assessments of cost, 
schedule, and performance risk associated with information sys-
tems, with information security experts coordinating with program 
managers, information system owners, and authorizing officials. 
This type of condition is essential with organizations in order to 
eliminate silos and/or stove-piped activities that produce less 
than optimal or inefficient information technology and security so-
lutions, thus affecting the ability of organizations to carry out as-
signed missions/business functions with maximum efficient and 
cost-effectiveness.

5.1Risk Assessments at the Organizational Tier:

 At tier 1, risk assessments support organizational strategies, 
policies, guidance, and processes for managing risk. Risk assess-
ments conducted at Tier 1, focus on organizational operations, 
assets, and individuals, comprehensive assessments across mis-
sion/business lines. For example, Tier 1 risk assessments may 
address:

1. The specific type of threats directed at organizations that may 
be different from other organizations and how those threats affect 
policy decisions,

2. Systematic weaknesses or deficiencies discovered in multiple 
organizational information  systems capable of being exploited 
by adversaries,

3. The potential adverse impact on organizations from the less 
or comprise of organizational information (either internationally or 
un-internationally),
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4. The use of new information and computing technologies such 
as mobile and cloud and potential effect on the ability of organi-
zations to successfully carry out the mission/business operations 
while using those technologies.

Organization-wide assessments of risk can be based solely on 
the assumptions, constraints, risk tolerance, priorities, and trade-
offs established in risk framing step (derived primarily from time 
activities). However, more realistic and meaningful risk assess-
ments are based on assessments conducted primarily from Tier 
2 activities).

The ability to organizations to effectively use Tier 2 risk assess-
ments as inputs to Tier 2 risk assessments is shaped by such con-
siderations:

1. The similarities of organizational missions/business functions 
and mission/business processes, and

2. The degree of autonomy that organizational entities or sub-
components have with respect to parent organizations.

In decentralized organizations or organizations with varied mis-
sions/business functions and/or environments of operation, ex-
pert analysis may be needed to normalize the results from Tier 2 
risk assessment.

5.2Risk Assessment at the Mission/Business Process Tier:

At Tier 2, risk assessments support the determination of mission/
business process protection and resiliency requirements, and al-
location of those requirements to the organization architecture as 
part of mission/business segments (that support mission/business 
processes). This allocation is accomplished within the organiza-
tion architecture. Tier 2. Risk assessments also inform and guide 
decisions on whether, how, and when to use information systems 
for specific mission/business process, in particular for alternative 
mission/business processing in the face of compromised informa-
tion systems. Risk management and associated risk assessment 
activities at Tier 2 are closely aligned with the development of 
business community plans. Tier 2 risk assessments focus on mis-
sion/business segments, which typically include multiple informa-
tion systems, with varying degrees of critically and/or sensitivity 
with regard to core organizational missions/business functions 
(that is identified in business impact analysis). Risk assessments 
at Tier 2, can also focus on information security architecture as a 
critical component of organization architecture to help organiza-
tions select common controls inherited by organizational informa-
tion systems at Tier 3. Risk assessment results produced at Tier 
2 are communicated to and shared with organizational entities 
of Tier 3 to help inform and guide the allocation security controls 
to information systems and environments in which those systems 
operate. The Tier 2 risk assessments also provide assessments of 
security and risk posture of organizational mission/business pro-
cesses, which inform assessments of organizational risks at Tier 
1, risk assessment results at Tier 2 are routinely communicated to 
organizational entities at Tier 1 and Tier 3.

5.3Risk Assessments at Information Systems Tier:

The Tier 2 context and the system development life cycle deter-
mine the purpose and define the scope of risk assessment activi-
ties at Tier 3.While initial risk assessments (i.e., risk assessments 
performed for the 1st time, rather than updating prior risks) can be 
performed in the initial phase of the system life cycle. In this initial 
phase, risk assessments evaluate the anticipated vulnerabilities 
and predisposing conditions affecting confidentiality, integrity and 
availability of information systems in the context of the planned 
environments of operations. Such assessments inform risk re-
sponse, enabling information system owners/program managers, 
together with mission/business owners to make the final decisions 
about the security controls necessary based on security categori-
zation and environment of operation. Risk assessments are also 
conducted at later phases in the risk development life cycle, up-
dating risk assessment results for as built or as deployed infor-
mation systems typically include descriptions of vulnerabilities 
in the systems, assessment of risks associated with vulnerability 
(thereby updating the assessment of vulnerability security), and 
corrective actions that can between to mitigate the risks. The risk 
assessment results also include an assessment of the overall risk 
to the organization and information contained in the information 
systems by operating the systems as evaluated. Risk assessment 
results at Tier 3 are communicated to organizational entities at 
Tier 1 and Tier 2. 

Risk assessment activities can be integrated with the stages 
in Risk Management Framework (RMF). The RMF, in its system 
development life cycle approach, operate primarily at Tier 3 with 
some application at Tiers 1 and 2, for example, the selection of 
common controls. Risk assessment can be tailored to each step 
or stage in RMF as reflected in the objective and scope of assess-
ments described above. Risk assessments can also help deter-
mine the type of security assessments conducted during various 
phases or stages of the system development life cycle, the fre-
quency of such assessments, the level of rigor applied during as-
sessments, the assessment methods used, and the type/number of 
objects assessed. The benefit of risk assessments conducted as 
part of the RMF can be realized from both the initial assessments 
and from updated assessments.

The following steps or stages of RMF are considered in the fol-
lowing steps or stages:

1. Categorization,

2. Selection,

3. Implementation,

4. Assessment,

5. Authorization, and 

6. Monitoring.

5.4Risk Communications and Information Sharing:

The risk assessment process entails ongoing communications 
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and information sharing among stakeholders to ensure that:

1. The inputs to such assessments are as accurately as pos-
sible,

2. The intermediate assessment results can be useful, for ex-
ample, to support risk assessments at other tiers, and

3. The results are meaningful and useful inputs to the risk re-
sponse step in the risk management process.

6. Risk Assessment Process: Conducting Risk Assessments with 
Organizations: 

The risk assessment process is composed of four steps:

1. Prepare for assessment,

2. Conduct the assessment,

3. Communicate assessment results, and

4. Maintain the assessment.

Each step is divided into a set of tasks. For each task, supple-
mental guidance provide additional information for organizational 
conducting risk assessments. The following figure shows the ba-
sic steps in risk management process and highlights the specific 
tasks for conducting the assessment.

6.1Preparing for Risk Assessment:

The objective of this step is to establish a context for risk 
assessment. This context is established and informed by the 
results from the risk framing step of risk management pro-
cess. Risk framing identifies, for example, organizational in-
formation regarding policies and requirements for conduct-
ing risk assessment specific assessment methodologies 
to be employed, procedures for selecting risk factors to be 
considered, scope of assessments, rigor of analyses, de-
gree of formality and requirements that facilitate consistent 
and repeatable risk determinations across organizations. 
Therefore, preparing for risk assessment includes the fol-
lowing tasks:

1. Identify the purpose of assessment,

2. Identify the assumptions and constraints associated 
with assessment,

3. Identify the sources of information to be used as inputs 
to assessment, and

4. Identify the risk model and analytic approaches (i.e., as-
sessment and analysis approaches) to be employed during 
the assessment.

6.2 Conducting the Risk Assessment:

The objective of this step is to produce a list of information 
security risks that can be prioritized by risk level and used to 
inform risk response decisions. To accomplish this objective, 
organizations analyze threats and vulnerabilities, impacts 
and likelihood, and the uncertainty associated with the risk 
assessment process. This step also includes the gathering of 
essential information as a part of each task and is conducted 
in accordance with the assessment context established in the 
prepare step of the risk assessment process. The execution 
of risk assessments is to adequately cover the entire threat 
space in accordance with specific definitions, guidance, and 
direction established during the prepare step.

Conducting risk assessments includes the following spe-
cific tasks:

1. Identify threat sources that are relevant to organiza-
tions,

2. Identify threat events that could be produced by those 
resources,

3. Identify vulnerabilities within organizations that could 
be exploited by risk sources through specific threat events 
and predisposing conditions that could affect successful 
exploitation, 

4. Determine the likelihood that the identified threat sourc-
es would initiate specific threat events and the likelihood 
that the threat events would be successful, 

5. Determine and adverse impacts that organizational op-
erations and assets, individuals, other organizations, and 
the country resulting from the exploitation of vulnerabilities 
by threat sources Through specific threat events), and

6. Determine information security risks to a combination 
of likelihood of threat exploitation of vulnerabilities and the 
impact of such exploitation, including any uncertainties as-
sociated with risk determinations.

6.3Communicating and Sharing Risk Assessments Infor-
mation:
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The objective of this step is to ensure that the decision 
makers across the organizations have the appropriate risk 
related information needed to inform and guide risk deci-
sions. Communicating and sharing information consists of 
the specific tasks:

1. Communicate the risk assessment results, and

2. Share information developed in the execution of the risk 
assessment, to support other risk management activities.

6.4Maintaining the Assessment:

The objective of this step is to keep current, the specific 
knowledge of the risk organizations occur. The results of 
risk assessments is to inform risk management decisions 
and guide risk responses. T support the ongoing review of 
risk management decisions (e.g., acquisition, decisions, au-
thorization decisions for information systems and common 
controls, connection decisions), organizations maintain risk 
assessments to incorporate any changes detected through 
risk monitoring. Risk monitoring provides organizations with 
the means to, on an ongoing basis:

• Determine the effectiveness of risk responses,

• Identify risk impacting changes to organizational  infor-
mation systems and the environments in which those sys-
tems operate, and

• Verify compliance,

Therefore, maintain risk assessments include the follow-
ing main specific tasks:

1. Monitor risk factors identified in risk assessments on an 
ongoing basis and understanding subsequent changes to 
those factors, and 

2. Update the components of risk assessments reflecting 
the monitoring activities carried out by organizations.

6.5Risk Management Framework:

A risk management framework combines all these pro-
cesses involved in realizing existing as well as newly iden-
tified approaches in a manner consistent with public inter-
est, human safety and law, while managing adverse effects 
or impacts caused by the complexity of existed systems. It 
involves identifying, assessing and judging risks, assigning 
ownerships, taking action to mitigate or anticipatethem, and 
monitoring as well as reviewing progress. The outcome is a 
holistic analysis that weight the cost of protective measures 
and establishes a continuous process to manage them.

A risk management framework’s complexity needs to 
match the scale and scope of a service conducted by an 

individual, organization or a country. Large scale services 
may employ professional risk analyses or consulting hous-
es.

The key tools in a risk management frameworks identify 
risks, the financial consequences, and the likelihood of risks 
occurring.  They are used continually input just at the begin-
ning of a service or a project. The tools employed can be 
a simple spreadsheet up to a formal analysis process, de-
pending on the size and scope of the organizational service.

In contrast, an ad-hoc approach to addressing newly iden-
tified risks may overlook the importance of existing risks. 
It creates new risks such as technology conflicts, obsoles-
cence and inadequate focus on prioritizing solutions ac-
cording to greatest value.It can also waste time and money, 
e.g., acquiring expensive security technology to address a 
low-probability risk. Instead, there must be an organization, 
or country-wide commitment to applying the risk manage-
ment framework on a continuous basis. This is the proven 
method of benefiting from risk management process.

Organizational or national risk assessments help decision 
makers define and map long-term security strategies, which 
may identify requirements for adopting new technologies as 
part of an overall security strategy. These are tailored to-
wards specific compliance requirement, such as fulfilling the 
requirements under the guidance of a security operational 
framework standards such as ISO 17799 and ISO 27002 of 
the ISO’s Technical Committee 215 at the year 2005. Docu-
mented techniques and methodologies exist for conducting 
organizational risk assessments, which draw from relevant 
best practice and industry guidance or requirements.

7. Administrative, Procedural and Technical Controls:

The administrative and technical controls are conforming 
the policies and controlling the risks.

7.1Administrative Controls:

The administrative controls are non-technical controls 
that ensure the privacy and security policies that may be 
enforced during the course of IT acquisition, implementa-
tion, and operation to provide assurances that privacy and 
security policies are being followed. The common criteria 
for IT security evaluation (ISO/IEC 27001 & 27002: 2005)

Identifies several security administrative controls that 
should be followed when acquiring and implementing op-
erating systems that are subject to a set of defined policies 
and objectives as follows:
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1. Development: Technical architecture, functional design, 
structural design, implementation details, security policies, 
security-relevant features of an IT system.

2. Guidance Documents and Education: Preparation for 
use and secure operation of an IT system and proper han-
dling of privacy protected organization’s services data by 
employees.

3. Life Cycle Support: Life-cycle definition, configuration 
management scope and capabilities, development security, 
security tools and techniques, delivery and security flow re-
mediation for IT system.

4. Security Testing: Coverage, depth, functional tests, and 
evaluate independence for testing the security functions of 
an IT system.

5. Vulnerability Assessments: Tasks to be done periodi-
cally during IT system development and operation to assess 
system vulnerabilities (e.g., as part of risk management).

6. Composition: Rationale, evidence, dependencies, test-
ing, and vulnerability analysis for systems that are com-
posed from multiple IT components.

The common criteria also defines discrete levels of assur-
ance for applying these controls. Basically higher levels of 
assurance will require greater upfront costs and operating 
costs. Many systems operate at level 3 (methodically tested 
and checked) which is for circumstances in which devel-
opers or users require a moderate level of independently 
assured security via through investigation of the system  
and its development, but without substantial reengineering 
being required. To assurance organization’s services and 
functions privacy and security protections, level 4 (methodi-
cally designed, tested and reviewed) may be necessary 
and further reengineering and retrofitting, at additional cost. 
Good risk analysis will help determine what level of assur-
ance is required for each circumstance.

7.2Procedural Controls:

In the operation of IT systems, manual or automated pro-
cedures must be in place to provide management services 
and system administrators, including: 

• Accountability for following and enforcing of privacy and 
security policies, assessing specific identities to those who 
are accessing IT system resources or data. This includes 
terminating employees who violate privacy and security 
policies.

• Privacy disclosure log review, notifications, and alerts to 
discover instances or patterns of privacy breaches and en-

able prompt and appropriate actions. This includes making 
disclosure logs available to consumers upon request.

• Security audit log review, notifications, and alerts to 
discover instances or patterns of attempts or successful 
security breaches, including inappropriate access by per-
sons who are authorized to access the data, and to enable 
prompt and appropriate actions.

• Metrics gathering and reporting to monitor trends and 
patterns in privacy and security incidents and prompt effec-
tive administrative actions.

• Processes of making data available, e.g., granting access 
to authorized persons, importing data from other IT systems, 
gaining access to data residing on other systems, etc.

• Processes for removing data from shared storage facili-
ties, in particular in response to privacy breaches or con-
sumers’ requests. Ongoing public relations programs to 
communicate with stakeholders regarding ongoing protec-
tions, as well as prompt and forthright reporting of privacy 
violations if they occur.

• Ongoing public relations programs to communicate with 
stakeholders regarding ongoing protections, as well as 
prompt and forthright reporting of privacy violations if they 
occur.

The definition of the required procedural controls should 
be part of administrative assurance controls.

7.3Technical Controls:

The common criteria for information technology security 
evaluation (ISO/IEC 15408) identifies also these elements in 
the way that defines security objectives and evaluates the 
technology intended to fulfill them as follows:

• Auditing: The collection, storage, analysis and reporting 
of evidence that the security policies are being enforced and 
followed, plus evidence of attempts to violate them.

• Identification and Authentication: Means for people (or 
system entities) to identify themselves prior to system ac-
cess and for systems to obtain assurances that they and 
in fact, who the claim to be. It includes rules for strength of 
passwords and other authentication data.

• Data Protection: Means to grant or withhold permission 
for access, ensure intra-system confidentiality, protect in-
tegrity, ensure authenticity, enable secure import and dis-
closures of data. This includes technologies as e-mail filters 
and anti-virus protection.

• Management: The set of functions to manage all security 
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functions, generally restricted to authorized administrators. 
This includes user provisioning for identifies, passwords, 
authorizations.

• Cryptographic Support: The generation, provision, com-
munication, and use of cryptographic technologies to 
protect data confidentiality and integrity. This especially 
includes using encryption over the public Internet and pro-
tecting wireless networks from snooping by un-authorized 
people.

• Nonrepudiation: Proof that a claimed providers of data, 
who did, in fact,send it and it has not been altered. Similarly, 
proof that an intended recipient of data who did, in fact, re-
ceive it. 

• Privacy: Technical means to provide anonymity, pseudon-
imity, unlinkability, and unobservability of system users and 
data. An information system privacy rule may define data 
that must be removed for anonymity when data is reused, 
e.g., aggregated for research functional activity.

• Protection of Security System Itself: Ensuring that the se-
curity system is not a weak point in an otherwise secure 
system.

• Resource Utilization: Ensuring that systems are available 
and that there are controls to prevent accidental or deliber-
ate unavailability of system services due to overutilization.

• System Access: Prevention for multiple access-points for 
individual users (signed-on at multiple workstations), ses-
sion and workstation locking when security violations are 
detected, notification of security policies when user-sign-
on, and masking passwords when entered.

• Trusted Paths: The means to establish and maintain se-
cure network connections among systems components and 
with other trusted systems.

Therefore, any information system certification criteria 
cover only a subset of the above factors.

7.4Handling Redidual Risk Controls:

Various non-technical measures to mitigate risks that can-
not be effectively or economically handled by other controls, 
e.g., insurance. Therefore, after all mitigations defined previ-
ouslyhave been established, there remains a set of risks that 
cannot be practically or economically addressed. These re-
didual risks can be mitigated by other means, including the 
following:

• Additional/Incremental Controls: Monitoring the IT prod-
uct market and trade journals for new and less expensive 
security technology, additional training, best practices, etc.

• Delegation: Enrolling business partners in any or-
ganization system or vendors to assume additional risks via 
trust agreement or business associate agreement amend-
ments.

• Insurance: Transferring the financial consequences of 
risks to an insurance organization, especially pooling risks 
with other organizations.

• More Acceptance: Some risks are so unlikely, even if 
they may have catastrophic consequences, that it is prudent 
merely to accept them.

8. Conclusion:

Businesses and nations today are driven by a global 
economy that generates an overwhelming volume, variety 
and velocity of data. This explosive data growth has led to 
an equal explosive growth of ways to use this data for op-
erational and strategic gain. Although the emerging mix of 
information, service and delivery technologies across mo-
bile, social and cloud-based environments open innovative 
new business opportunities, it also changes user behavior, 
and with it, nations and organizations’ security risks, securi-
ty needs to adopt a world that is evolving faster than before.

Once IT organizations have an overall picture of the secu-
rity risks through threats and vulnerabilities they face on a 
daily and a broader understanding of how these risks might 
affect the business, they need to act against these risks. 
This is done by risk assessments to:

• Protect critical infrastructure and sensitive business in-
formation proactively,

• Automate many of the more costly, time-consuming as-
pects of nation’s and organization’s security,

• Identify the genuine risks (threats, vulnerabilities, etc.) in 
a magnitude of malware, viruses, and exploits, either acting 
on them automatically or giving IT detailed guidance about 
where and how to respond, and

• Reduce the costs and capabilities of meeting compli-
ance targets that vary across jurisdictions and geographic 
boundaries.

When technology moves faster every day, security needs 
also to keep pace. An IT organization that better under-
stands the risks associated with innovation is more certain 
that its threat or risk assessment is as timely as it is ac-
curate, and that its defenses against data breaches are as 
rapid as they are through with security for a faster world. 
Therefore, IT organizations can stop saying “no” to new-
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technologies and start saying a careful, considered, and 
confident “yes” to new ways of helping the business take 
the lead.

Hence, leverage risk assessment and threat modeling to 
ensure that efforts are spent in the right directions and plac-
es. Given the complexity of most organizations, and sheer 
number of overall vulnerabilities, it is important to be able to 
prioritize risks in order to determine what gets remediated 
and when. Key to any successful security management is 
the knowledge that cannot fix everything overnight and the 
ability to focus attention on the things that present the most 
danger and harm to the organization and the nation as well.

Therefore, mitigate the risks by applying appropriate secu-
rity controls (administrative, procedural and technical con-
trols) to each data category is very essential. Security costs 
money, and that means that ultimate security is about risk 
management assessments, i.e., ensuring sufficient controls 
are applied to each data category to reduce the risk of a 
breach to an acceptable level.Security can almost always 
be improved, but the question is always whether it can be 
done in a cost-effectiveness manner, i.e., you do not need to 
apply platinum-level security to public data.

 Although, all of the forthcomings four aspects and steps 
are very important as protective and safeguards controls to 
any organization or nation, the fourth step is the one that is 
the hardest to carry out, because it involves implementing 
the entire security infrastructure (software and hardware) 
that will actually keep the business secure. These main 
steps are as follows:

1. A firewall and other perimeter security systems to sepa-
rate any organization network from the Internet,

2. Malware scanners to prevent malicious software from 
getting on to the network hidden in e-mail, instant messag-
ing or Web traffic.

3. An Intrusion Preventing System (IPS), to detect mali-
cious, suspicious or simply unusual activity on the network 
and to take steps to prevent such activity leading to a secu-
rity breach, and

4. The use of authentication and encryption systems to 
prevent unauthorized access to networks, computers and 
data stored on them and on the organization’s information 
systems.

For smaller businesses, a lot of this functionality can prob-
ably be achieved with Unified Threat Management (UTM) ap-
pliance while provides basic firewall, antimalware and IPS 

services.An alternative is to engage a Managed Security 
Service Provider (MSSP) to configure and manage the secu-
rity devices and provide log management as well.

Larger businesses, have more decisions to make. They 
should look for security partner that can supply the basic 
infrastructure expert deployment advice and professional 
services, as well as additional monitoring features and ser-
vices such as the followings:

1. A security information and event management platform 
to monitor and report on relevant security events and logs.

2. A business centric risk management platform to identify 
risks to the business that originate in the IT infrastructure.

3. Protecting for the mobile and cloud-based environment 
resources>
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